
00 O V E R V I E W
End-to-end architecture · workflow · capabilities of the SPECTRAL-GSM platform

CORE

Multi-Phone Operation

Up to 5 simultaneous OsmocomBB phones per

module — independent serial ports,

independent threads, unified dashboard.

RADIO

Live Cell Scanner

Sweeps all GSM ARFCN channels, resolves

MCC/MNC to operator names via a local

database, and ranks by rxlev signal strength.

CAPTURE

Burst Catcher

Raw GSM burst acquisition on configurable

ARFCNs across multiple phones; captured

bursts stored as indexed .dat files.

CRYPTO

A5/1 Cracker

Launches Kraken or Deka rainbow-table

servers locally and feeds captured DAT files to

recover KC session encryption keys.

IDENTITY

IMSI Catcher

Passive IMSI/TMSI harvesting with

MCC/MNC/LAC/CellID resolution, live search

filtering, and persistent SQLite logging.

TARGETING

Target IMSI Catcher

Focused mode that alerts and logs only when a

specific 15-digit IMSI is observed, minimising

noise during surveillance.

COVERT

Silent SMS Sender

Sends Type-0 (silent) or Class-0 (flash) SMS via

a USB modem to probe target handset location

without user visibility.

DECRYPT

Real-Time Intercept

Feeds ARFCN + recovered KC key into a live

decryption stream, producing cleartext GSM

frames in real time.

NETWORK

Monitoring

Launches Wireshark for GUI inspection or

TShark for CLI capture; replays cracked traffic

files for post-analysis.

SMS

Cached SMS Interceptor

Captures and displays intercepted SMS

messages with originating/destination

addresses and decoded message text.

GEO

OpenCellID Map

Renders a live geographic map of cell towers

using an OpenCellID CSV dataset inside an

embedded iframe viewer.

ADMIN

System Panel

Theme switching (Dark Ops / Matrix Green),

config editor, emergency cleanup, and

centralised system log.

BACKEND

Flask + SocketIO
Python 3 · threading · WebSocket

real-time push to all connected

browsers

HARDWARE

OsmocomBB Phones
Up to 5 phones · serial · custom

layer23 firmware · GSM burst access

PERSISTENCE

SQLite Database
IMSI catches · SMS captures · scan

cells · cracked keys · all indexed

CRYPTO ENGINE

Kraken / Deka
Rainbow-table A5/1 cracking · KC key

recovery from captured .dat bursts

INTERFACE SCREENSHOTS — LIVE UI

01 · OSMOCON LOADER — MULTI-PHONE FIRMWARE FLASHING 03 · BURST CATCHER — MULTI-PHONE BURST CAPTURE

14 · OPENCELLID — GEOGRAPHIC CELL TOWER MAP

01 O S M O C O N  L O A D E R
Multi-phone firmware flashing · layer23 injection · serial port management

WHAT THIS TAB DOES

The Osmocon Loader tab is the entry point for every SPECTRAL-GSM session. It flashes one to five target phones simultaneously with a custom OsmocomBB layer23 firmware image, replacing the

phone's stock baseband stack with a controllable radio layer that exposes raw GSM burst access to the platform.

Each phone is assigned its own serial port and runs an independent osmocon subprocess with isolated output buffering. You specify how many phones to configure (1–5), and the interface generates

per-phone serial port inputs automatically.

MAX PHONES

5 Simultaneous
Independent serial connections and

subprocess threads per device

METHOD

osmocon Binary
Flashes custom layer23 firmware

over serial; exposes raw GSM burst

access

OUTPUT

Per-Phone Logs
Live streamed output per phone ·

buffered up to 1000 lines · clearable

CONFIG

Phone Count Selector

Set 1–5 phones before starting. The interface

dynamically generates one serial-port input

field per phone.

ACTION

Start Flashing

Launches all configured osmocon subprocesses

in parallel, each on its own thread, streaming

output to its own log box.

ACTION

Stop All

Terminates all running osmocon processes

immediately and marks their status as stopped

in the dashboard.

LOG

Per-Phone Output Box

Each phone has a dedicated log box showing

timestamped osmocon stdout/stderr lines,

with a Clear button per device.

02 C E L L  S C A N N E R
GSM ARFCN sweep · MCC/MNC operator resolution · signal ranking

WHAT THIS TAB DOES

The Cell Scanner continuously sweeps all GSM ARFCN (Absolute Radio Frequency Channel Number) channels in the vicinity, recording each discovered cell's MCC, MNC, operator name, and signal

strength in dBm (rxlev). Results populate a live sortable table, giving you a full picture of the local GSM spectrum before selecting a target ARFCN for burst capture or interception.

Operator names are resolved locally from an embedded MCC/MNC database (mcc_codes.json), so no internet connectivity is needed during scanning.

COLUMNS

5 Fields
ARFCN · MCC · MNC · Operator Name

· Signal (dBm)

RESOLUTION

Local MCC/MNC DB
Offline operator lookup — no

internet required during active scan

CONTROL

Start / Stop / Clear
Live scan control with one-click

table wipe between sessions

SCAN

ARFCN Discovery

Sweeps GSM channel numbers, discovering all

active base stations transmitting in the current

location.

IDENTITY

Operator Lookup

Resolves MCC/MNC pairs against a local

database to display brand name, full operator,

and country per cell.

SIGNAL

Signal Strength (dBm)

Displays rxlev in dBm for each cell, enabling

you to identify the strongest and most suitable

target channels.

TABLE

Live Results Table

Results stream into a sortable table in real

time. Use the Clear Table button to reset

between scan sessions.

03 B U R S T  C A T C H E R
Raw GSM burst acquisition · multi-phone capture · .dat file indexing

WHAT THIS TAB DOES

The Burst Catcher tab drives multi-phone raw GSM burst capture on a selected ARFCN. Each flashed phone listens on the specified channel and records raw GSM bursts to .dat files in the platform

workspace. These files are the input for the A5/1 cracking pipeline.

Like the Osmocon Loader, up to five phones can capture simultaneously — each with its own output log — maximising the volume of burst data collected per session for better cracking success rates.

INPUT

ARFCN + Phones
Select target channel and number of

capture phones (1–5)

OUTPUT

.dat Burst Files
Raw captured bursts stored to

workspace for cracking pipeline

PARALLELISM

Up to 5 Phones
More simultaneous captures =

richer burst data = higher crack rate

CONFIG

Phone Count

Choose 1–5 capture phones. Each gets its own

configuration inputs and live output log box.

CAPTURE

Start Capture

Launches all capture processes simultaneously.

Each phone streams its burst output log in real

time.

CONTROL

Stop All

Immediately halts all burst capture

subprocesses and finalises the .dat files in the

workspace.

PIPELINE

Feeds A5/1 Cracker

Captured .dat files are indexed in the

Processing tab and fed directly into the A5/1

Cracker for key recovery.

04 S I L E N T  S M S
Covert Type-0 / Class-0 SMS · USB modem delivery · location probing

WHAT THIS TAB DOES

The Silent SMS tab sends covert SMS messages to a target phone number through an attached USB GSM modem. Two modes are available: Type 0 (silent, invisible to the recipient — used for location

probing via network signalling response) and Class 0 (flash SMS — displayed immediately on screen, not stored).

Multiple messages can be sent in rapid succession (Type 0 only), and an optional band-switcher forces the modem between 2G and 3G before sending. The tab also includes a modem test function and

a live send log.

TYPE 0

Silent SMS
Invisible to target · triggers network

response · used for location probing

CLASS 0

Flash SMS
Displayed instantly on screen · not

saved to inbox · contains custom

text

HARDWARE

USB GSM Modem
Auto-detected via serial port scan ·

refreshable · band-switchable

TARGET

MSISDN Input

Enter the international target phone number

(e.g. +218912345678) as the delivery

destination.

MODE

SMS Type Selector

Choose between Silent Type 0 (invisible) and

Class 0 Flash SMS (visible, with custom

message text).

HARDWARE

USB Modem Selector

Detects available serial modems and lets you

refresh the list. Send and test via the selected

port.

TOOL

Band Switcher

Toggles the modem between 2G and 3G

network bands before sending — useful for

specific network targeting.

BULK

Message Count

For Type 0, set how many silent messages to

send consecutively (1–1000) with automatic

pacing.

LOG

Send Log

Live log box showing each message

transmission attempt, modem response, and

error details.

05 I M S I  C A T C H E R
Passive IMSI/TMSI harvesting · operator resolution · live search · SQLite logging

WHAT THIS TAB DOES

The IMSI Catcher tab passively harvests subscriber identity information from GSM radio traffic — specifically IMSI (International Mobile Subscriber Identity) and TMSI (Temporary Mobile Subscriber

Identity) values — without any active signalling toward the target device. Each catch is enriched with MCC, MNC, LAC, Cell ID, operator name, brand, and country, then stored in SQLite.

A live search bar allows instant filtering across all fields simultaneously. Results accumulate in a numbered table with timestamped rows, and a counter shows how many records match the active

filter.

COLUMN DESCRIPTION

Nb Sequential catch number for this session

IMSI 15-digit International Mobile Subscriber Identity

TMSI-1 / TMSI-2 First and second Temporary Mobile Subscriber Identity seen for this subscriber

Country / Brand / Operator Resolved from MCC/MNC via local database

MCC / MNC Mobile Country Code and Mobile Network Code

LAC Location Area Code — identifies the cell's geographic area

CellId Unique base station identifier within the LAC

Timestamp Time the identity was observed, HH:MM:SS format

PASSIVE

Passive Harvesting

Observes GSM signalling traffic without

transmitting — the target device receives no

indication of observation.

SEARCH

Live Search Filter

Instantly filters the full table across IMSI, TMSI,

operator, MCC, LAC, and more as you type.

IDENTITY

Identity Enrichment

Every catch is annotated with operator brand,

country, full network name, and geographic cell

data.

STORE

SQLite Persistence

All captured identities are stored permanently

in the local database for post-session analysis.

06 T A R G E T  I M S I  C A T C H E R
Focused single-IMSI surveillance · alert-only logging · noise-free targeting

WHAT THIS TAB DOES

The Target IMSI Catcher is a focused surveillance mode where you specify a single 15-digit IMSI. The system then listens passively to GSM traffic and only records an event when that exact IMSI is

observed — ignoring all other subscriber identities.

This produces a clean, low-volume log showing precisely when and where the target subscriber's device appeared: with TMSI, MCC/MNC, LAC, Cell ID, operator name, and timestamp per detection

event. Ideal for tracking a known target's presence across cells without generating noise from other captured identities.

INPUT

Target IMSI
15-digit IMSI entered before starting

— only this identity is logged

OUTPUT

Detection Events
Each appearance of the target IMSI

logged with full cell context

ADVANTAGE

Zero Noise
All non-matching identities

discarded — clean alert log for the

target only

COLUMN DESCRIPTION

ID Detection event sequence number

IMSI Confirmed target IMSI (15 digits)

TMSI Temporary identity associated with this detection

MCC / MNC Network codes of the cell where target was seen

LAC / CI Location Area Code and Cell ID — pinpoints the base station

Operator Resolved network operator name

Time Timestamp of the detection event

07 W O R K S P A C E
Session directory management · .dat file organisation · workspace lifecycle

WHAT THIS TAB DOES

The Workspace tab manages the file-system directory used by SPECTRAL-GSM to store captured burst data (.dat files) during a session. Before starting any burst capture, you initialise the workspace

— this creates the required directory structure and prepares the environment for the cracking pipeline.

Clearing the workspace permanently removes all captured .dat files, giving you a clean slate between operations. A live log tracks all workspace events and any errors encountered.

ACTION

Initialize Workspace

Creates the session directory structure for

storing burst captures. Must be done before

starting Burst Catcher.

ACTION

Clear Workspace

Permanently deletes all .dat files from the

workspace directory, freeing space and

resetting the cracking pipeline.

LOG

Workspace Log

Live event log showing all file system

operations, directory creation events, and any

errors encountered.

08 P R O C E S S I N G
.dat file indexing · statistics database · cracking pipeline prep

WHAT THIS TAB DOES

The Processing tab is the bridge between raw burst capture and the A5/1 cracking engine. It performs two key operations: first, it scans the workspace and adds all discovered .dat burst files to an

internal index tracker; second, it builds a statistics database from the indexed files, which the cracking engine uses to prioritise and schedule crack attempts efficiently.

Both operations are logged in real time, giving you visibility into how many files were found, their sizes, and whether the statistics build completed successfully before launching the cracker.

INDEX

Add .dat to Index

Scans the workspace directory and registers all

captured .dat burst files into the platform's

internal tracker.

BUILD

Build Statistics DB

Constructs a statistics database from indexed

.dat files, required by Kraken/Deka before

starting crack operations.

LOG

Process Log

Live log of all indexing and build operations

with file counts, sizes, and success/failure

status.

09 A 5 / 1  C R A C K E R
Rainbow-table cryptanalysis · Kraken / Deka engines · KC session key recovery

WHAT THIS TAB DOES

The A5/1 Cracker tab orchestrates the rainbow-table-based cryptanalysis of captured GSM burst data. It can launch either the Kraken or Deka server locally — these are the rainbow-table lookup

services — and then runs the cracker against the indexed .dat files to recover the KC session encryption key for each captured GSM session.

The recovered KC key is the critical output: it is the 64-bit A5/1 encryption key used to protect that GSM voice/data session. Once recovered, it is displayed in the Cracked DAT tab and can be used directly

in the Real-Time Intercept module to decrypt live traffic.

TARGET CIPHER

A5/1 (GSM)
Stream cipher used to encrypt GSM

voice and data channels

METHOD

Rainbow Tables
Time-memory trade-off — Kraken or

Deka pre-computed tables

OUTPUT

KC Session Key
64-bit key per session — fed to Real-

Time Intercept for decryption

ENGINE

Launch Kraken

Starts the Kraken rainbow-table server locally.

Kraken is optimised for GPU-accelerated table

lookups on NVIDIA hardware.

ENGINE

Launch Deka

Starts the Deka server as an alternative

rainbow-table engine, suitable for CPU-based

crack operations.

CRACK

Start Cracker

Begins processing indexed .dat files against the

running rainbow-table server to extract KC

keys.

CONTROL

Stop

Halts the cracker process immediately. Partial

results already found are retained in the

Cracked DAT tab.

OUTPUT

Cracker Output Log

Live streaming output from the cracking engine,

showing progress, matched keys, and any

failures per .dat file.

10 C R A C K E D  D A T
KC key results · .dat file registry · one-click intercept handoff

WHAT THIS TAB DOES

The Cracked DAT tab is the results registry for the A5/1 cracking pipeline. Each row represents a .dat burst file for which a KC session key was successfully recovered. The table shows the DAT filename

alongside its extracted KC key, and provides an action button to use that key directly in the Real-Time Intercept module.

Refresh pulls in any new results from the cracking engine without reloading the page. The table can be cleared between sessions.

COLUMN DESCRIPTION

DAT File Filename of the burst capture file from the workspace

KC Key Recovered 64-bit A5/1 session encryption key (hex)

Action Button to send this KC key directly to the Real-Time Intercept module

RESULTS

KC Key Table

Lists every successfully cracked .dat file with

its recovered KC key, ready for use in

interception.

ACTION

Refresh

Pulls the latest cracking results from the

engine without a full page reload.

ACTION

Clear Table

Removes all displayed results from the registry

view (does not delete .dat files from disk).

PIPELINE

Intercept Handoff

Each row's action button auto-populates the KC

Key field in the Real-Time Intercept tab,

streamlining the workflow.

11 R E A L - T I M E  I N T E R C E P T
Live GSM decryption · ARFCN + KC key · optional TMSI filtering

WHAT THIS TAB DOES

The Real-Time Intercept tab is the culmination of the SPECTRAL-GSM pipeline. Using the ARFCN of the target cell and the KC session key recovered by the A5/1 cracker, it launches a live decryption

stream that decodes encrypted GSM frames in real time — exposing voice frames, control messages, and data traffic as cleartext output.

An optional TMSI parameter narrows decryption to frames belonging to a specific subscriber, reducing output volume and focusing the intercept on the target of interest.

REQUIRED

ARFCN
Target GSM channel — identified

during cell scanning phase

REQUIRED

KC Key (hex)
64-bit session key from Cracked DAT

— enables A5/1 decryption

OPTIONAL

TMSI Filter
Limits decrypted output to frames

matching the specified subscriber

TMSI

INPUT

ARFCN Field

Target GSM channel number to tune to for live

decryption. Use the Cell Scanner tab to identify

this value.

CRYPTO

KC Key Field

The 64-bit A5/1 session key in hex. Pre-

populated from the Cracked DAT tab via the

handoff action button.

FILTER

TMSI Filter

Optional — restricts decrypted output to GSM

frames belonging to a specific TMSI subscriber.

STREAM

Intercept Stream Log

Live scrolling output of decoded GSM frames,

showing cleartext control messages, voice

frames, and data traffic.

12 M O N I T O R I N G
Wireshark GUI · TShark CLI · cracked traffic replay · frame-level analysis

WHAT THIS TAB DOES

The Monitoring tab provides tools for in-depth inspection of captured and decrypted GSM traffic at the network frame level. It can launch Wireshark as a graphical packet analyser, or TShark for

command-line capture and filtering within the platform's log panel.

The Replay Traffic function feeds previously cracked and decoded traffic files back through Wireshark for detailed frame-by-frame analysis — useful for reviewing intercepted sessions after the fact.

GUI

Launch Wireshark

Opens Wireshark as a graphical interface for

real-time or replay packet inspection and

protocol dissection.

REPLAY

Replay Traffic

Feeds cracked/decoded traffic files into

Wireshark for post-session frame-by-frame

analysis and export.

CLI

Run TShark

Launches TShark inside the log panel for

command-line traffic capture and protocol

filtering without a GUI.

CONTROL

Stop TShark

Halts the running TShark process and finalises

the capture output in the monitor log.

13 C A C H E D  S M S  I N T E R C E P T O R
SMS capture from GSM traffic · decoded message display · persistent table

WHAT THIS TAB DOES

The Cached SMS Interceptor tab captures SMS messages observed in the GSM radio traffic and displays them in a structured table. Each intercepted message shows the originating address, destination

address, decoded SMS text, and the timestamp of capture. Messages persist in SQLite and can be cleared between sessions.

This tab is typically used in conjunction with the Real-Time Intercept module — SMS frames decoded during live interception are automatically routed here for structured display.

COLUMN DESCRIPTION

# Sequential capture number

Originating Address Sender's phone number or network address

Destination Address Recipient's phone number or network address

SMS Text Decoded plaintext content of the intercepted message

Timestamp Time the message was captured from the radio stream

CAPTURE

Start Capture

Begins monitoring the GSM stream for SMS

frame types and routing decoded messages to

the table.

CONTROL

Stop Capture

Halts SMS monitoring while retaining all

captured messages in the table and SQLite

database.

MANAGE

Clear Table

Removes all displayed SMS records from the

view. Does not affect data already persisted in

the database.

14 O P E N C E L L I D
Geographic cell tower mapping · CSV dataset · embedded iframe map viewer

WHAT THIS TAB DOES

The OpenCellID tab renders a geographic map of cell towers in the current area using an OpenCellID dataset CSV file. You select a pre-loaded CSV from the dropdown — each file contains cell tower

records with latitude, longitude, MCC, MNC, LAC, and Cell ID — and the map populates with plotted tower locations inside an embedded viewer.

This tab is used to cross-reference scan results with physical tower locations, helping correlate ARFCN channels and LAC/Cell ID combinations with real-world base station coordinates for operational

planning.

DATA SOURCE

OpenCellID CSV
Pre-downloaded dataset containing

cell tower coordinates and

identifiers

VIEW

Embedded Map
Full-panel geographic map rendered

inside an iframe viewer

USE CASE

Tower Correlation
Match scan results (LAC/CellID) to

physical base station locations

SELECT

CSV File Selector

Dropdown listing all available OpenCellID CSV

files. Refresh button rescans the available file

list.

ACTION

Start Map

Loads the selected CSV and renders all cell

towers as geographic markers on the

embedded map.

CONTROL

Stop

Stops the map rendering process and clears the

iframe display.

INTEL

Tower Correlation

Cross-reference IMSI/Scanner LAC and CellID

values with plotted tower coordinates for

geolocation analysis.

15 S Y S T E M
Theme management · config editor · emergency cleanup · system log

WHAT THIS TAB DOES

The System tab is the administrative control panel for the SPECTRAL-GSM platform. It provides interface theme selection between Dark Ops and Matrix Green modes, a configuration file editor for

adjusting platform-level settings, and an emergency cleanup function that terminates all running processes and wipes temporary state.

The system log in this tab captures platform-level events: process launches, errors, configuration changes, and cleanup operations — providing a high-level audit trail of all administrative actions

taken during a session.

UI

Theme Selector

Switch between Dark Ops (default dark

blue/grey) and Matrix Green (terminal green)

interface themes. Persisted to localStorage.

CONFIG

Edit Config

Opens the platform configuration file for

editing — serial ports, paths, tool locations, and

operational parameters.

SAFETY

Emergency Cleanup

Terminates all running subprocesses

immediately, clears output buffers, and resets

platform state to idle — use in emergencies.

LOG

System Log

Platform-level event log capturing process

launches, admin actions, config changes, and

any system-level errors.

PLATFORM INFORMATION
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16 H A R D W A R E  R E Q U I R E M E N T S
Motorola OsmocomBB phones · 2 TB SSD rainbow tables · USB 2G/3G modem · full bill of materials

PLATFORM HARDWARE OVERVIEW

SPECTRAL-GSM requires a specific set of physical hardware components to operate. The three pillars are: (1) Motorola OsmocomBB-compatible handsets for raw GSM burst access via the patched

layer23 firmware, (2) a 2 TB SSD pre-loaded with Kraken/Deka A5/1 rainbow tables for real-time session-key cracking, and (3) a USB 2G/3G modem for silent-SMS probe injection. All components

connect to a Linux host running the SPECTRAL-GSM Flask/SocketIO backend.

The tables below detail exact specifications, tested models, connection interfaces, and configuration notes for each hardware category.

GSM RADIO

Motorola Phones
Up to 5 simultaneous · OsmocomBB

layer23 · serial USB cable

CRYPTO STORAGE

2 TB SSD
Kraken + Deka A5/1 rainbow tables ·

USB 3.0 or SATA · RAW Format

SMS INJECTION

USB 2G/3G Modem
AT-command modem · GSM

850/900/1800/1900 MHz · ttyUSB0

HOST SYSTEM

Linux x86-64
Debian/Mini0comOS · Python 3.10+ ·

USB 2.0/3.0 hub · 8 GB RAM min

01 M O T O R O L A  O S M O C O M B B  H A N D S E T S
Supported models · firmware compatibility · serial cable · USB adapter · per-phone configuration

WHY MOTOROLA?

OsmocomBB supports only handsets whose Calypso-based baseband processor can be reflashed over the serial boot ROM interface. Motorola's C1xx / C2xx / E-series were built on the Texas

Instruments Calypso chipset, making them the primary OsmocomBB targets. The custom layer23 firmware replaces the stock baseband stack and exposes raw GSM burst access to the host OS via a

virtual serial port.

SPECTRAL-GSM supports up to 5 simultaneous phones, each on its own /dev/ttyUSBx port. Each phone runs an independent osmocon subprocess and contributes to parallel scanning, burst capture,

or IMSI harvesting operations.

Model Chipset
OsmocomBB

Support
Band

Support
Serial Interface Availability Notes

Motorola

C118
TI Calypso ★ Best Supported GSM 900 /

1800
Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Most tested model; highest OsmocomBB stability;
recommended primary phone

Motorola

C139
TI Calypso ★ Best Supported GSM 850 /

1900
Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Americas band variant of C118; identical firmware path; good
for US/LATAM ops

Motorola

C155
TI Calypso ✔ Supported

GSM 900 /
1800

Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Colour screen variant; same baseband as C118; slightly less
tested

Motorola

C123
TI Calypso ✔ Supported

GSM 900 /
1800

Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Budget model; confirmed working with layer23 firmware

Motorola

C115
TI Calypso ✔ Supported

GSM 900 /
1800

Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Entry-level Calypso phone; use as secondary burst capture
units

Motorola

W270

TI Calypso
D

⚠ Partial
GSM 900 /
1800

Serial boot ROM via 2.5 mm jack →
USB adapter

eBay / surplus
markets

Calypso D variant; some firmware limitations; test before
deployment

CABLE

Serial Cable — 2.5 mm → USB

Each Motorola handset requires a custom

Osmocom serial cable: a 2.5 mm stereo jack

wired to an FTDI-based USB-to-serial adapter.

The cable carries RX, TX, and GND. Use FTDI

FT232RL-based adapters for best driver

compatibility on Linux (cp210x or ftdi_sio

kernel modules). Each cable appears as

/dev/ttyUSB0 through /dev/ttyUSB4.

HUB

Powered USB Hub

A 7-port or 10-port powered USB 2.0/3.0 hub is

required to connect up to 5 Motorola phones

plus the USB modem and SSD simultaneously.

Use a hub with individual port power switches

to allow hard-resetting individual phones

without rebooting the host. Ensure the hub

supplies ≥ 2.5 A total.

FIRMWARE

layer23 Firmware Image

The OsmocomBB layer23 firmware image

must be compiled from source (OsmocomBB

git) or sourced from a pre-built binary

repository. The image is phone-model-specific.

Flash via osmocon -m c123xor -p

/dev/ttyUSBx

/path/to/layer23.compalram.bin.

CONFIG

Serial Port Assignment

Assign fixed /dev/ttyUSBx port names using

udev rules keyed to the FTDI adapter serial

number. This ensures phones retain their port

assignment across reboots. Add rules to

/etc/udev/rules.d/99-osmocom.rules.

POWER

Battery & Runtime

Use fresh or fully charged original batteries.

OsmocomBB layer23 draws higher-than-

normal baseband power. Extended operations

may require battery replacements every 4–6

hours. Consider USB-powered dummy battery

adapters for bench operations.

SIM

SIM Card (Optional)

Most OsmocomBB passive operations

(scanning, burst capture, IMSI harvesting) do

not require a SIM. A SIM may be required for

active operations such as sending Silent SMS

through the phone interface. Use a prepaid

anonymous SIM for operational security.

02 2  T B  S S D  —  A 5 / 1  R A I N B O W  T A B L E S
Kraken tables · Deka tables · SSD specs · filesystem · mount configuration · cracking performance

WHY 2 TB?

A5/1 rainbow tables for GSM session-key cracking are extremely large. The Kraken table set occupies approximately 1.7 TB and the Deka table set occupies approximately 900 GB. A 2 TB SSD

comfortably holds either set (or a partial Kraken + full Deka combination). Cracking speed is entirely I/O-bound — an SSD is mandatory; spinning-disk HDDs are too slow for real-time operations. USB

3.0 external SSDs are acceptable; internal SATA/NVMe provides best performance.

SPECTRAL-GSM's A5/1 Cracker tab launches either the kraken_server or deka binary, pointing it at the mounted table directory. The cracking engine reads rainbow chains sequentially and returns a KC

session key within seconds for a complete capture.

Table Set
Size on

Disk
Coverage Crack Time (SSD) Engine Binary Table Path (default) Notes

Kraken

Tables
~1.7 TB

> 98% A5/1
keyspace

< 30 seconds (USB 3.0
SSD)

kraken_server/mnt/rainbow/kraken/
Highest coverage; recommended primary engine; requires full 1.7 TB
partition

Deka Tables ~900 GB
~80% A5/1
keyspace

< 60 seconds (USB 3.0
SSD)

deka /mnt/rainbow/deka/
Smaller footprint; lower coverage; suitable as fallback or for reduced-
storage configs

Spec Minimum Recommended Notes

Capacity 2 TB 2 TB (Kraken) or 2 TB (Deka + Kraken partial) Do not use less than 2 TB; Kraken alone nearly fills 1.7 TB

Interface USB 3.0 (5 Gbps) USB 3.1 Gen 2 (10 Gbps) or internal SATA III / NVMe USB 2.0 (480 Mbps) is too slow — crack times exceed 10 minutes

Read Speed 400 MB/s sequential 500–560 MB/s (SATA SSD) / 2000+ MB/s (NVMe)
Cracking is fully sequential-read I/O bound; write speed
irrelevant

Filesystem ext4 (Linux) ext4 with noatime mount flag
NTFS supported but adds overhead; avoid FAT32 (4 GB file size
limit)

Mount Point /mnt/rainbow/ /mnt/rainbow/ via /etc/fstab (auto-mount) Configure in SPECTRAL-GSM config file to match mount point

Form Factor
2.5-inch SATA SSD in USB
enclosure

M.2 NVMe in USB 3.2 enclosure (e.g. Sabrent, ORICO) or internal M.2
slot

Ensure enclosure supports UASP for full USB 3.x throughput

Tested
Drives

Samsung 870 QVO 2TB · Crucial MX500 2TB · WD Blue 3D NAND 2TB · Samsung 990 Pro 2TB (NVMe) Any 2 TB SSD with > 400 MB/s sequential read will work

MOUNT

Auto-Mount via fstab

Add the SSD to /etc/fstab using its UUID for

persistent auto-mount on boot. Example entry:

UUID=xxxx /mnt/rainbow ext4

defaults,noatime 0 2

SPEED

UASP Enclosure

If using an external USB SSD, ensure the

enclosure supports UASP (USB Attached SCSI

Protocol). UASP reduces CPU overhead and

latency vs. the older BOT (Bulk-Only Transport)

protocol, giving up to 70% better sequential

read performance on USB 3.0+.

CONFIG

SPECTRAL-GSM Config

Set KRAKEN_TABLE_PATH and DEKA_TABLE_PATH

in the platform configuration file (editable from

the System tab) to match the SSD mount

subdirectory for each table set.

VERIFY

Table Integrity Check

After receiving or downloading rainbow tables,

verify checksums against published

MD5/SHA256 hashes. Corrupted or incomplete

tables will cause the cracking engine to fail

silently or return incorrect keys. Run md5sum -c

against the provided manifest file.

03 U S B  2 G  /  3 G  M O D E M
Silent SMS injection · AT command interface · supported modems · Linux driver · ttyUSB configuration

ROLE IN SPECTRAL-GSM

The USB 2G/3G modem is used exclusively by the Silent SMS module. It connects to the mobile network as a standard data modem and is controlled via AT commands sent over a /dev/ttyUSBx serial

interface. SPECTRAL-GSM sends Type-0 (silent) or Class-0 (flash) SMS messages to a target MSISDN, triggering a network-level registration event that reveals the target handset's current cell tower

— without any notification appearing on the target device.

The modem must support AT+CMGS in PDU mode and must accept a SIM card on the GSM network of the target's operator (or a roaming-capable SIM). USB dongles with Qualcomm MDM or Huawei Hi-

Silicon chipsets have the widest AT command support and best Linux driver compatibility.

Model Chipset 2G Support 3G Support Linux Driver
AT Command

Port
Silent SMS Notes

Huawei E3531 HiSilicon Balong
✔ GSM
850/900/1800/1900

✔ HSPA+ 21.6
Mbps

option /
huawei_cdc_ncm

/dev/ttyUSB0 ✔ Confirmed
Most tested; plug-and-play on Debian/Ubuntu;
recommended primary modem

Huawei E173 HiSilicon Balong ✔ GSM 900/2100
✔ HSPA 7.2
Mbps

option /dev/ttyUSB0 ✔ Confirmed
Legacy but widely available; excellent AT command
support; cheap and reliable

Huawei E220
Qualcomm
MDM

✔ GSM 900/1800
✔ HSDPA 3.6
Mbps

option /dev/ttyUSB1 ✔ Confirmed
Classic modem; requires usb-modeswitch for AT
mode; very stable once configured

ZTE MF190
Qualcomm
MDM8200

✔ GSM
850/900/1800/1900

✔ HSPA+ 21.6
Mbps

option /dev/ttyUSB2 ✔ Compatible
Requires usb-modeswitch; full AT command set;
quad-band 2G coverage

Sierra

Wireless 320U

Qualcomm
MDM9200

✔ GSM
850/900/1800/1900

✔ HSPA+ 21.6
Mbps

sierra /dev/ttyUSB0 ✔ Compatible
Enterprise-grade; native Linux driver; excellent
reliability for sustained ops

Generic SIM800

Module

MediaTek
MT6261

✔ GSM
850/900/1800/1900

✖ 2G Only
cp210x (USB-UART
board)

/dev/ttyUSB0
⚠ Tested — 2G
only

Cheap development board; 2G only; adequate for
Silent SMS on 2G-capable networks

Configuration Step Command / Value Notes

Switch modem to AT mode usb-modeswitch -c /etc/usb_modeswitch.d/<vendor>:<product>
Required for modems that boot in mass-storage mode; usb-
modeswitch package on apt

Identify AT port ls /dev/ttyUSB* after plug-in
Huawei modems typically expose ttyUSB0 (AT), ttyUSB1 (PPP); use the
first one for AT commands

Test AT interface minicom -D /dev/ttyUSB0 -b 115200 → type AT → expect OK
Confirms the modem is responding to AT commands on the correct
port

Set PDU mode AT+CMGF=0
Required for sending Type-0 and Class-0 silent SMS in raw PDU
format

Check SIM registration AT+CREG? → expect +CREG: 0,1 (registered home)
Modem must be registered to the network before SMS transmission is
possible

Set modem port in
SPECTRAL-GSM

MODEM_PORT=/dev/ttyUSB0 in config file Edit via the System → Edit Config panel; restart backend after change

udev rule for fixed port
name

SUBSYSTEM=="tty", ATTRS{idVendor}=="12d1", ATTRS{idProduct}=="1506",
SYMLINK+="gsm_modem"

Creates /dev/gsm_modem symlink for consistent port reference
regardless of USB plug order

SIM

SIM Card Selection

Insert a prepaid SIM from the same network as

the target (or a roaming-capable SIM). The

modem must be registered and show AT+CREG:

0,1 before Silent SMS operations can begin.

Unlock network-locked modems with operator

unlock codes before inserting a foreign SIM.

DRIVER

Linux Kernel Driver

Most Huawei and ZTE modems use the option

kernel module. Sierra Wireless uses sierra.

Install usb-modeswitch and modemmanager

packages, then disable ModemManager if it

conflicts with direct AT access (systemctl

disable ModemManager).

TYPE-0

Type-0 Silent SMS

A Type-0 SMS (TP-PID = 0x40) is processed by

the network and the receiving handset at the

baseband level but never displayed. It forces an

MSC location update, revealing the target's

current LAC/Cell ID without the user seeing any

notification.

CLASS-0

Class-0 Flash SMS

A Class-0 SMS appears as a full-screen pop-up

on the target device and is not stored in the

inbox. Used when operator confirmation of

delivery is needed. Can be sent via the same

PDU interface; configure SMS class byte in the

PDU header.

BOM F U L L  B I L L  O F  M A T E R I A L S
Complete hardware shopping list for a full 5-phone SPECTRAL-GSM deployment

# Component Qty Spec / Model Purpose Approx. Cost

01Motorola C118 (or
C139/C155)

×5 TI Calypso chipset · GSM 900/1800 (C118) or 850/1900 (C139)
OsmocomBB radio front-end · raw GSM burst capture · IMSI
harvesting

$5–$20 each
(eBay/surplus)

02Osmocom Serial
Cable

×5
2.5 mm stereo jack → FTDI FT232RL USB-serial adapter · hand-
built or community-sourced

Layer23 firmware flash interface · per-phone serial port $8–$15 each

03Powered USB Hub ×1 7–10 port · USB 3.0 · individual port switches · ≥ 3 A PSU Connect all 5 phones + modem + SSD simultaneously $25–$50

042 TB SSD ×1
Samsung 870 QVO 2TB / Crucial MX500 2TB · SATA or NVMe · ext4
· UASP USB 3.0 enclosure if external

Kraken / Deka A5/1 rainbow table storage · cracking I/O $120–$180

05USB 2G/3G Modem ×1 Huawei E3531 / E173 · HSPA+ · quad-band GSM · SIM unlocked
Silent SMS injection (Type-0 / Class-0) via AT+CMGS in PDU
mode

$10–$30

06Linux Host PC /
Laptop

×1
x86-64 · Debian 12 / Ubuntu 22.04 LTS · 8 GB RAM min (16 GB
recommended) · USB 3.0 ports

Runs SPECTRAL-GSM Flask/SocketIO backend · OsmocomBB
subprocesses · cracking engine

$200–$800 (existing
hardware)

07Prepaid SIM Cards
×1–

2
Local network operator · anonymous prepaid · for modem
registration

Silent SMS modem network registration · active injection
operations

$5–$15 each

08GSM Antenna
(optional)

×1–
5

SMA external antenna · 900 / 1800 MHz · 2–5 dBi gain · SMA-to-
phone adapter if applicable

Improves burst capture range and IMSI harvesting coverage
in weak signal areas

$5–$20 each

OPERATIONAL SECURITY NOTE

All hardware listed here should be sourced and operated in accordance with applicable local laws and regulations. OsmocomBB-based GSM interception, IMSI catching, and silent SMS operations are

subject to telecommunications law in most jurisdictions. This documentation is provided for authorised research, law enforcement, and educational purposes only. Ensure you have the appropriate

legal authority and written authorisation before deploying any component of this platform.

S P E C T R A L - G S M  ·  G S M  I N T E L L I G E N C E  P L A T F O R M

SPECTRAL-GSM is a professional, multi-phone GSM intelligence and interception platform built on OsmocomBB,

Python, Flask, and SocketIO. It provides a unified web-based interface for passive GSM cell scanning, multi-device

burst capture, IMSI harvesting, A5/1 session-key cracking, real-time call/SMS interception, and covert silent SMS

probing — all from a single browser tab.

The platform is designed for distributed multi-phone operation, supporting up to five simultaneous OsmocomBB

handsets per operation category. All captured data persists to SQLite with live WebSocket streaming to connected

operators.
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STEP 01

Flash Firmware

Osmocon flashes the target

phone with a custom layer23

firmware image over serial,

unlocking raw GSM burst

access.

STEP 02

Scan Cells

The Cell Scanner sweeps

ARFCN channels, identifies

operators by MCC/MNC, and

ranks cells by signal strength.

STEP 03

Capture Bursts

Multi-phone burst capture

records raw GSM bursts on

selected ARFCNs and stores

them as .dat files in the

workspace.

STEP 04

Crack A5/1

The Kraken or Deka rainbow-

table engine cracks A5/1

session keys from captured

bursts, extracting KC keys per

session.

STEP 05

Intercept

Real-time interception uses

the recovered KC key and

target ARFCN to decrypt live

GSM voice and data traffic.

STEP 06

Analyse & Map

OpenCellID maps cell towers

geographically, IMSI tables

correlate identities, and

Wireshark/TShark inspect

decoded frames.
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